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How to map a certificate to a certificate holder

attribute?

In function of the content of the certificate that is used to identify the requestor toward the STS the

corresponding certificate holder attribute must be used.

If the user an physical person is, he must use his elD, the certificate attribute that he must use is:
urn: be: fgov: eheal th: 1. 0: certi ficatehol der: person: ssin

For example

Subj ect DN:
C=BE,
CN=Al i ce SPECI MEN( Si gnat ur e)
SURNAME=SPEC!I MEN,
G VENNAMVE=Al i ce Cel di gekaart 3064
SERI ALNUMBER=71715100070

| ssuer DN:
C=BE,
CN=SPECI MEN Citi zen CA

<gaml:Attribute
ErtributelNamespace="urn:be: fgov:identification-namespace"
ErrributelName="urn:be: fgoviehealth:1.0:certificateholder:person: ssin">
<gaml:AttributeValue xsi:type="xs:3tring">71715100070</3amnl :AttributeValue>

</zaml:Attribute>

If the user a service provider is, he must use a system identification certificate, the corresponding
certificate attribute for this case is:
urn: be: fgov: ehealth: 1. 0: certificatehol der: servi ceprovider: cbe- nunber

For example

X509 v3 Identification certificate

Subj ect DN:

= Federal Covernnent

CBE=0406798006

Smal s
eHeal t h- pl at f or m Bel gi um

= BE
= CBE=0406798006

gogeeo

| ssuer DN:
SERI ALNUVBER = 2008
CN = Gover nnent
CA C = BE

<gaml:Attrikbute
AttributeNamespace="urn:be: fgov:identification-namespace"
AttributeName="urn:be: fgov:ehealth:1.0:certificateholder: serviceprovider: che-number" >
<3aml:AttribuceValue xsi:type="Xxs:3tring">0406798006< /saml:ActribucteValue>

</saml:Attributes
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If the user of the STS an group of nurses is, he must use a system identification certificate, for this case the
corresponding attribute is:
urn: be: fgov: eheal th: 1. 0: certificatehol der: gr oupof nurses: ni hi i - nunber

For example

Subj ect DN:

O = Federal Covernnent

QU = NI HI | - GROUPOFNURSES=94199965

QU = GROUP MOCK 01

QU = eHeal t h-pl at f orm Bel gi um

C = BE

CN = NI HI | - GROUPOFNURSES=94199965
| ssuer DN:

SERI ALNUVBER = 2008

CN = CGovernnent

CA C = BE

<gaml:Attribute
] ibuteNamespace="nrn:be: fgov:identification-namespace"
RttributeName="urn:be: fgov:ehealth:1.0:certificateholder:groupofnurses::nihii -number" >

<gaml:AttributeValue xsi:type="Xs:3tring">94199965</saml:AtcributeValus
</saml:Attribute>

'I:-{eal'th"
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