Identity & Access Management: Use Cases

This version is a draft one and it will be enhanced as the sprints progress.

Abbreviations list

Abbreviation Meaning
uc Use Case
IDP IDentity Provider
AA Authentic Attribute
SP Service Provider
TOTP Time-based One-Time Password
Actors
* Citizen
® Mandated citizen
® Healthcare giver
o

representative of an institution

Use Use case name
case ID

UC-001 = Authentication using the mechanism of eHealth
IDP (using FAS)

UC-002 Local logout from an application

UC-003  Global logout from an application

UC-004 Consult and choose the profile of a user

UC-005 Change the profile of a user

UC-006 @ Consult and choose a mandate

UC-007 Change a mandate

UC-008 Revoke a mandate from HCP and check the
access right to the data

http://wiki.ivlab.iminds.be

Primary Actor

Citizen, healthcare giver,
institution representative

Citizen, healthcare giver,
institution representative

Citizen, healthcare giver,
institution representative

Citizen, healthcare giver,
institution representative

Citizen, healthcare giver,
institution representative

Citizen, healthcare giver,
institution representative

Citizen, healthcare giver,
institution representative

Citizen, healthcare giver,
institution representative

Scope

User identification, user

authentication

user authentication

User identification

User identification

User identification

User identification

User identification

User identification

Compl = Prio
exity rity
High 1
High 1
High 1
High 1
High 1
High 1
High 1
High 1
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https://wiki.ivlab.ilabt.imec.be/pages/viewpage.action?pageId=22350747
https://wiki.ivlab.ilabt.imec.be/pages/viewpage.action?pageId=22350747
https://wiki.ivlab.ilabt.imec.be/display/EBS/UC-002+%28ATH-UC-08%29%3A+Local+logout+from+an+application
https://wiki.ivlab.ilabt.imec.be/display/EBS/UC-003+%28ATH-UC-09%29%3A+Global+logout+from+an+application
https://wiki.ivlab.ilabt.imec.be/display/EBS/UC-004+%28ATH-UC-10%29%3A+Consult+and+choose+the+profile+of+a+use
https://wiki.ivlab.ilabt.imec.be/display/EBS/UC-005+%28ATH-UC-11%29%3A+Change+the+profile+of+a+user
https://wiki.ivlab.ilabt.imec.be/display/EBS/UC-006+%28ATH-UC-23%29%3A+Consult+and+choose+a+mandate
https://wiki.ivlab.ilabt.imec.be/display/EBS/UC-007+%28ATH-UC-24%29%3A+Change+a+mandate
https://wiki.ivlab.ilabt.imec.be/display/EBS/UC-008+%28ATH-UC-25%29%3A+Revoke+a+mandate+from+a+HCP+and+check+the+access+right+to+the+data
https://wiki.ivlab.ilabt.imec.be/display/EBS/UC-008+%28ATH-UC-25%29%3A+Revoke+a+mandate+from+a+HCP+and+check+the+access+right+to+the+data
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